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Outpost24
Vulnerability Management Made Easy

Since 2001, Outpost24 has been a leader in vulnerability 
management solutions, developing state of the art vulnera-
bility management technology from the core, up. Today, 
Outpost24 solutions are used by over 2000 corporate and 
government clients in over 40 countries to proactively 
protect their internal and external networks. 

Outpost24 operates in all business verticals, ranging from 
services organizations, government, heavy industry, 
finance, insurance and IT outsourcing. Outpost24 
envisions vulnerability management made easy, and 
maintains this focus in all areas of development.

OUTSCAN
OUTSCAN is a turnkey software as a service (SaaS) 
perfect for organizations that need to perform external 
vulnerability scanning of their perimeter assets. The 
solution includes all Outpost24 features regarding 
vulnerability checks, automation and integration. 

Clients are able to begin their first vulnerability scans 
within minutes of registering for a license. OUTSCAN also 
integrates seamlessly with other solutions such as the 
Web Application Scanner and HIAB.

HIAB
HIAB is an appliance-based vulnerability management 
solution. It comes in many forms including rack-mounted 
servers, small form factor appliances and virtualized 
appliances, supporting all main platforms of virtualization. 
HIAB is extremely scalable and several scanners can be 
grouped to efficiently cover networks of any size and 
distribution.

WAS
The Web Application Scanner (WAS) is Outpost24’s 
module for detection of vulnerabilities in custom developed 
code. The scanner can be fully integrated with OUTSCAN 
and HIAB vulnerability scans or used as a stand-alone 
component.

The WAS scanner is capable of identifying earlier 
unknown web application vulnerabilities by performing 
extensive testing of the application. The WAS supports 
many forms of attacks, including but not limited to, SQL 
injection, Cross-site scripting and file inclusion attacks.

PCI
Outpost24 is an Approved Scanning Vendor (ASV) for PCI. 
Our turnkey PCI scanning solution is delivered in a SaaS 
format. All the work with PCI compliance can be managed 
from the tool including handling disputations and generating  
PCI certificates for submission.

Expert Services
Outpost24 has years of experience with vulnerability 
management. Our technology experts provide various 
services from implementation and deployment to  
operational processes.

Implementation Services – Outpost24 helps you get up 
and running immediately by performing the first steps of 
defining, designing and configuring the technical solution 
to suit your organizations requirements.

Managed Services – Outpost24 allows you to quickly and 
easily adopt a vulnerability management program with con- 
stant support of vulnerability management experts so you 
can focus on your core business. Utilizing managed services  
ensures best practices are implemented from the beginning.

Penetration testing – Outpost24 has experts holding 
OSSTMM, CEH and CISSP certifications, with years of 
experience in methodically testing, evaluating and 
documenting each possible point of attack against your 
networks or applications. 

Security Assessments – Outpost24 offers highly 
automated security assessments for clients looking for  
a third-party evaluation of their current security level.
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ABOUT OUTPOST24: Vulnerability Management Made Easy! Outpost24 is the technology leader in on- demand vulnerability assessment 
and management solutions with over 2,000 corporate and government customers, including Travelex, Delta Lloyd Group, ING Life Limited, 
University of Helsinki and Banco Multiva. Outpost24 is headquartered in Sweden with a global network of local sales offices. Outpost24 
delivers security solutions in a Software- as- a- Service (OUTSCAN® & OUTSCAN PCI®) or Appliance (HIAB®) form factor. Outpost24’s 
solutions provide fully automated network vulnerability scanning, easily interpreted reports, and vulnerability management tools.  
OUTSCAN PCI® is the ideal tool for businesses of all sizes to achieve and demonstrate PCI DSS compliance. Outpost24 also offers a full 
range of services related to security assessments and vulnerability management. For more information, please visit www.outpost24.com.

Vulnerability Management Focused – Since our 
beginning in 2001, we have been focused on vulnerability 
management. As a result, our tools are focused at meeting 
those needs and maintaining the security of our clients. 

Customer Driven Development – Our customers’ 
feedback has led to our best improvements. Our tools and 
solutions are driven by our customers’ needs and actual 
business requirements, rather than assumptions of  
developers and analysts.

Extensive Automation – When looking to minimize costs, 
automation is the best solution. Our tools are highly 
automated within areas based on best practices and will 
save you a significant amount of work and time.

Scanning-less Scanning (SLS) – Our tools provide 
up-to-date vulnerability information without the hassle of 
network loads, geographical distribution, service windows 
and availability requirements. This means you can test for 
vulnerabilities without performing a full scan of an entire 
asset base each time, but used previously learned 
intelligence as a basis.

Solution-Based Reporting – Where most in the business 
see problems, we see solutions. Our tools will help you 
isolate simple tasks to address multiple vulnerabilities 
resulting in minimal work and a higher ROI.

Management Overview – We offer reporting and 
overviews that communicate the progress of your 
vulnerability management in a way that doesn’t require 
in-depth technical information or knowledge. This allows 
management to easily track and report on progress of your 
threat exposure.

High-Accuracy Scanning – Our scanning tools are 
continually improved and updated to be the most accurate 
scanners on the market. These improvements are not only 
driven by internal quality assurance but also by feedback 
from over 2000 organizations’ reporting.

Unlimited Scalability – Outpost24 tools are fit for 
networks of all sizes. Our HIABs can be clustered in 
groups to support even the largest of networks. It is even 
possible to mix different appliances to increase scalability 
and span vast networks. 

Virtualization Support – Outpost24 was the first in the 
market to release a virtual appliance for vulnerability 
management, and today we support all major virtualization 
platforms. This makes deployment, distribution and 
management of HIABs faster and easier in a modern 
infrastructure.

Customizable Reporting – Our integrated reporting 
functionality allows for highly customizable reporting with 
adjustable settings which can be reused for automated 
distribution. This saves time and provides accurate data to 
the right person at the right time.

Minimal Network Impact – Our scanner is configured to 
have minimal network impact and the system supports 
extensive load balancing and traffic limitations. 

Server-Based Scanning – We use server-based 
vulnerability scanning at the core of our vulnerability 
management cycle. This means no software is installed on 
your investigated systems and that the solution can be 
entirely centrally managed. This also gives a far wider 
platform and device support.

Flexible Integration – HIAB supports SYSLOG, SNMP 
and SMTP allowing easy integration with ticketing and 
monitoring systems. Additionally, LDAP can be used to 
integrate with your existing user management systems.

World Class Support – All clients have access to our first 
class 24/7 support. This is included with any product from 
Outpost24. The support has no first line, our clients always 
get assistance directly from our experienced product 
experts.


